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Onpenenenust

B HacTosi111eM JOKYMEHTE UCIOIb3YIOTCS CAEAYIOINE TEPMUHBI U UX ONPEIEICHHUS.

ABTOMATHU3HMPOBAHHASI CHCTEMA — CHCTEMa, COCTOSIAs W3 TepcoHalla U KOMIUIeKca
CPEACTB aBTOMATHU3ALMUH €ro JAEATEIHOCTH, pealu3ylollas WH(POPMALMOHHYIO TEXHOJIOTHIO
BBITMIOJTHEHUS] YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTH(QUKAIIUS OTHPABHUTENSl [JAHHBIX — TOATBEPKIACHHE TOTO, YTO OTIPABUTENb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

Be3onacHocTh 1NepcoOHANBbHBIX JAHHBIX — COCTOSHUE 3alllMIICHHOCTH IEPCOHAIBHBIX
JMAHHBIX, XapaKTepu3yemMoe CHOCOOHOCTHIO  TOJb30BaTENEH, TEXHUYECKUX CPEACTB H
UH(POPMAITMOHHBIX TEXHOJIOTHH 00ecneunTh KOH(DUACHIINATBHOCTbD, LIEJIOCTHOCTh U JIOCTYITHOCTb
NEPCOHANBHBIX JaHHBIX MPU HX 00paboTke B HMH(DOPMAIMOHHBIX CHCTEMaxX MEePCOHATBHBIX
JTAHHBIX.

Buomerpuyeckne mnepcoHaJbHble [aHHbIE — CBEACHUS, KOTOpPbIE XapaKTEpU3YIOT
(U3NOTIOTHUECKUE OCOOCHHOCTH YEJIOBEKAa W HAa OCHOBE KOTOPBIX MOXHO YCTaHOBHUTH €rO
JUYHOCTH U KOTOPBIE UCIONB3YIOTCS AJMHUHHUCTpAIMEH sl YCTAHOBJICHHS IUYHOCTH CyOBEKTa
NEPCOHANBHBIX JTaHHBIX, MOTYT 00pa0aThIBaThCs TOJIBKO MPU HATHMYUH COTJIACHS B TTHCbMEHHOMN
dbopMe cyOBeKTa MEpCOHANBHBIX NAaHHBIX (BKJIOYast ororpaduu, OTHEYATKH MabIEB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOSHHMS Teja U IPYTryI0 MOA00HY0 HH(OpMAIIHUIO).

bioknpoBanne NepCcOHANBHBIX JaHHBIX — BpEMEHHOE TNpeKpaiieHue o00paboTku
NEPCOHANBHBIX JaHHBIX (32 HMCKIIOYCHHEM CIy4daeB, eclii 00paboTka HeoOXommma s
YTOYHEHHUSI IEPCOHATIBHBIX IaHHBIX ).

Bupyc (KOMIBIOTEpPHBIA, NPOrPAMMHBIN) — WCIHOJHAECMBIH NPOrPAaMMHBIA KOJ WIH
UHTEPIPETUpPYEeMbId HA0Op MHCTPYKIMIA, OONagaronuii CBOWCTBAMH HECAHKIIMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBocriponsBeeHus. Co3gaHHble AyOJIMKAaThl KOMIBIOTEPHOIO BUpPYyCa HE
BCErJa COBIAJAIOT C OPHUTHMHAJIOM, HO COXPAaHSIOT CIOCOOHOCTh K JajbHeHiemMy
pacpoCTpaHEHHIO U CAMOBOCIIPOU3BECHHUIO.

BpenonocHasi mporpamMma — mporpamMma, IpelHa3HayeHHas M1 OCYILIECTBJICHUS
HECaHKI[MOHUPOBAHHOTO JOCTYIA U (WJI1) BO3JAEHCTBUS Ha NEPCOHAJIbHBIE IaHHBIE WJIM PECYPCHI
MH(GOPMAITMOHHOW CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnomoraresibHble TeXHHYeCKHMe CPEACTBA M CHUCTeMbl — TEXHUYECKHE CpEICTBA U
CHCTEMBI, HE TIpeHa3HAUYEHHbIE JJIS Tepeaadn, oOpaboTKH M XpaHEHUs MEePCOHANBHBIX TaHHBIX,
YCTaHABIMBAEMbl€ COBMECTHO C TEXHHYECKHUMHM CPEICTBAMU M CHUCTEMAaMH, MpelHa3HaAYEeHHbIMU
UIsi  00paOOTKH TEpPCOHANBbHBIX JAHHBIX WIM B TIOMEIICHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAITMOHHBIE CUCTEMBI IIEPCOHATLHBIX JTAHHBIX.

JlocTynl B ONEpalMOHHYIO Cpely KOMIbIOTepa (MH(OPMALMOHHON CHCTEMBbI MEPCOHAILHBIX
JAAHHBIX) — MOJTy4YEHHE BOZMOKHOCTH 3aITyCKa Ha BHIIOJIHEHNE IITaTHBIX KOMaH, (QyHKIMI, Mpoueayp
OIEPALMOHHON CHCTeMBb! (YHUUTO)KEHHS, KOMMPOBAHUS, TIEpEMEIIEHNS U T.I1.), UCTIOIHAEMBIX (paiioB
MIPUKJIAHBIX TPOTPaMM.

Jloctyn k HH(pOpMaLK — BO3MOXKHOCTb MOTy4eHUs HHQOPMALMK U €€ UCTIOJIb30BaHMSL.

3akao4HOe YCTPOICTBO — 3JIEMEHT CpEJCTBA CheMa HMH(OPMALMK, CKPHITHO BHEAPSEMBIN
(3aKampIBacMblii WM BHOCHMBI) B MeCTa BO3MOXKHOTO CheMa HHQpoOpMaii (B TOM 4YHCIE B
OrpakJieHue, KOHCTPYKIIMIO, 000pyI0BaHKE, IIPEIMEThI HHTEPbepa, TPAHCIIOPTHBIE CPEZICTBA, a TAKKE B
TEXHUYECKHE CPEZICTBA U CUCTEMBI 00pabOTKHU HHPOPMALIUN).

Zammmaemasi unHgopmanusi — wHGOPMAIUS, SBIBIFOIIAACS TPEAMETOM COOCTBEHHOCTH |
HOJUISKAIIAsT 3allUTEe B COOTBETCTBUM C TPEOOBAHMSIMH MPABOBBIX JIOKYMEHTOB WMIIM TPEeOOBAHUSIMH,
yCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIIH.

HNnentudukamusi — TpHCBOeHHE CYOBbEKTaM M OOBEKTaM JOCTyNa HIACHTU(UKaTopa U (WIH)
CpaBHEHHE NPEbSBIIEMOr0 HICHTU(HUKATOPA C IEPEUHEM IPUCBOEHHBIX HIEHTU(UKATOPOB.

HNudopmaTuBHbIA CHUTHAT — DSJIEKTPUYECKHE CUTHAJIbL, AKyCTUYECKHE, JJIEKTPOMArHUTHBIE U
npyrve (GE3UYecKre TONsl, 1O TapameTpamM KOTOPBIX MOXKET OBITh PacKphiTa KOH(HICHIMATHHAS
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uHpopmarys (TepcoHANIbHBIE JaHHbIe) 00padaTbiBacMasi B MH(POPMAIIMOHHOW CHCTEME TEPCOHATTBHBIX
JTaHHBIX.

Nudopmanuonnas cucrema mnepcoHanbHbIX JgaHHbIX (MCIIH) —COBOKYITHOCTb
cojepxalmxcs B 0a3zax JaHHBIX NEPCOHAIBHBIX JAHHBIX M 00ECHEUMBAIOLIMX UX 00pabOTKy
UH(POPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.

HNnpopmaloHHble TEXHOJIOTMH — IPOLIECChl, METO/bl IIOHCKA, cOOpa, XpaHeHHs, oO0paboTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMAIIMK M CLIOCOOBI OCYIIIECTBICHUS! TAKHX IPOIIECCOB U
METO/I0B.

Hcnonb3oBaHue MNepCcOHAJIBHBIX JAaHHBIX — JCHCTBUS (Omepanuu) € NEpPCOHAIbHBIMU
JTAHHBIMM, COBEpLIAEMbIE ONEPATOPOM B LEJSIX NPHUHITUS PEIICHUI WIN COBEPUICHUS HMHBIX
JeMCTBUH, TTOPOXKIAIOIINX FOPUANYECKHIE MOCIEICTBUS B OTHOLICHUN CyOBEKTa NMEepCOHAIBHBIX
JAHHBIX WM JAPYIUX JIML JIMOO MHBIM 00pa3oM 3aTparuBarollUX IpaBa U CBOOOIbI CyObEKTa
NEPCOHAIBHBIX JaHHBIX WJIU JAPYTUX JIMLI.

Hcrounux yrpo3nl 6€30NMacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIIA, MAaTCPUATIbHBIN OOBEKT WIIH
(u3HUecKoe SIBIEHKE, SIBISIOIINECS IIPUYUHON BOSHUKHOBEHHS YTPO3bl 0€3011acHOCTH HH(OPMAIUH.

KoHnTposmpyemasi 30Ha — IPOCTPAaHCTBO (TEPPUTOPHUS, 3aHHE, YacTh 3[aHUs, IOMEIIECHHE), B
KOTOPOM HCKJIIFOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHUE MTOCTOPOHHMX JIML, @ TAKXKE TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTepUaIbHBIX CPE/ICTB.

Kon¢puneHIMaIbHOCTh MePCOHAIBHBIX JAHHBIX — 0053aTeIbHOE Ul COOMIOACHUS OIEPATOPOM
WIM WMHBIM TOIYy4YMBIIMM JOCTYN K MEPCOHAIBHBIM JAHHBIM JIMIIOM TpeOOBaHME HE JOIMYCKaTh MX
pacnpocTpaHeHre 0Oe3 cornacusi CyObeKTa NEPCOHANbHBIX JAHHBIX WIM HAIWYMS MHOTO 3aKOHHOTO
OCHOBAHUS.

Me:xceTeBoil IKpaH — JIOKUILHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHATIBHO-pACIIpEINICHHOE
HporpaMMHOe  (IIPOrpaMMHO-AIIAPaTHOE) CPEICTBO  (KOMIUIEKC), pealM3ylollee KOHTpOJIb 32
uHpOpMALHel, MOCTynaromeld B WHPOPMALMIOHHYIO CHCTEMY MEpPCOHANBHBIX JAaHHBIX U (WJIH)
BBIXOZAILIEH N3 UH(OPMALIMOHHON CUCTEMBI.

Hapymmrens 06e30acCHOCTH NEPCOHAJIBHBIX JAHHBIX — (U3MUYECKOE JIMIIO, CIy4aiHO WU
IpeHAMEPEHHO COBEpILAIOLIEE JEHCTBUS, CIIECTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX NP MX 00pabOTKE TEXHUYECKHMMH CPEICTBAMU B MH(OPMAIIMOHHBIX CHCTEMAaXx
HEPCOHATBHBIX JTAHHBIX.

HeaBTomaTusnpoBanHas 00pa0oTka  NEepCOHAJTBbHBIX  JAHHBIX —  00OpaloTka
NEPCOHANBHBIX JaHHBIX, COJAEPXKALIMXCA B MH(OOPMAIIMOHHON CHUCTEME MEePCOHANIbHBIX JaHHBIX
aM00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAETCA OCYIIECTBICHHOW O€3 HCHOJIb30BaHUs
CpEACTB aBTOMAaTH3alUU (HEaBTOMATU3UPOBAHHOM), €CIM TaKHe JIeHCTBUSA C MEepPCOHATbHBIMU
JAHHBIMHU, KaK HCIOJb30BaHHE, YTOUHEHHE, PAaCHpOCTPAHEHUE, YHHUUTOXKEHHE MEePCOHATBHBIX
JTAHHBIX B OTHOLIEHHM KaXXKJOT0 M3 CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS MpPU
HENOCPEJICTBEHHOM YYacTHH YeJIOBEKa.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHAJIbHBIE ~ BO3MOXHOCTH  CpPEJICTB
BBIUHCITUTEIILHON TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYHOIIME ONMCAHHBIM B IOKYMEHTALUH, TIPH
UCHOJIb30BaHUM ~ KOTOPBIX BO3MOXKHO —HApyIIEHHWE KOH(UAEHIMATbHOCTH, JOCTYITHOCTH WIIH
LIEJIOCTHOCTH 00padaTeiBaeMoii HHOpMaLIKK.

HecaHKIMOHMPOBAHHBIH 10CTYN (HECAHKIIMOHMPOBAHHbIE IeCTBHSA) — JJOCTYI K MH(pOpMALIIN
WM JISUCTBUS ¢ MH(OpMaIMel, HapyIIatolHe MMpaBuia pasrpaHUdeHusl JOCTYIa C MCHOIb30BAHUEM
IITATHBIX CPEJICTB, IPEAOCTABIISIEMBbIX MH(POPMAIIMOHHBIMU CUCTEMAMHU TIEPCOHAIBHBIX J1aHHBIX.

Hocurens undopmanuu — Quspueckoe JMIO WIM MaTepUaibHbII OOBEKT, B TOM YHCIIE
¢uzmyeckoe mose, B KOTOpoM HMH(OpMAIMs HaxOIUT CBOE OTPHKEHHE B BHIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX DEILICHUA U TPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKHUX
BEJIMYHH.
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O0e3IMuMBaHNe NEPCOHANBHBIX JAHHBIX — JICHCTBUS, B PE3Yy/bTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOKHO 0€3 MCIIOJIb30BAHUS JONOJHUTENIbHON HHGOPMAIUU ONPEIEIUTh MPUHAIIEHKHOCTD
NEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATIBHBIX JaHHBIX.

O0paboTKa MePCOHAIBLHBIX JAAHHBIX — JI00OE JeicTBHE (omepanus) WIH COBOKYITHOCTD
nedcTBril  (omepanuii), COBEpIIAEMBIX C HCIIOJIBb30BAaHUEM CPEACTB aBTOMATH3alMM WM 0e3
UCIIOJIb30BaHMS TAKUX CPEJICTB C MEPCOHABHBIMUI JAHHBIMHU, BKJIIOYAsi cOOp, 3aIiCh, CUCTEMATH3AIIIO,
HAKOIJICHUE, XpaHEeHUEe, YTOuHeHHe (OOHOBJIEHHE, M3MEHEHNE), U3BIICYEHUE, HCIIOIb30BaHME, TIepeady
(pacmipoctpaHeHne, TPENOCTaBICHHUE, JOCTYM), OOC3IMYMBaHWE, OJIOKMPOBAaHUE,  YyIAJICHHE,
YHUUYTOXKEHHE I1EPCOHATIBHBIX JaHHBIX.

OO0wmenocTynHble  MepCOHATbHbIE  JaHHbIEe — TEPCOHAIbHBIE  JAaHHBIE,  JIOCTYI
HEOTPAaHMUYEHHOTO Kpyra JIMI] K KOTOPBIM IMPEJOCTaBJIEH C COIJIacHs CyOBEKTa MepCOHAIBHBIX
JaHHBIX WM Ha KOTOPbIE B COOTBETCTBHH C (helepajbHBIMU 3aKOHAMU HE PaCHpOCTpaHAETCs
TpeGoBaHue COOMIOACHUS KOHPHUICHIIMATHHOCTH.

Oneparop (mepcoHAJBHBIX JAHHBIX) — TOCYIAPCTBEHHBI OpraH, MYHUIIMIIAIbHBIN Opras,
IOPUIMYECKOE M (PU3MIECKOE JIMIIO, CAMOCTOSATEIBHO WM COBMECTHO C JIPYTMMH OpPraHHM3YIOIee
(M1) ocyIIeCTRIISIONIEE 0OPAOOTKY IMEPCOHATIBHBIX TAHHBIX, a TAKKE ONPEISIIIONINE 11T 00paOOTKH
MEPCOHATBHBIX JIAHHBIX, COCTaB IEPCOHATBHBIX JaHHBIX, MOWISKANMX 00pabOTKe, IEHCTBUS
(omeparin), CoBepIaeMble C MePCOHATLHBIMU JaHHBIMH.

Texnu4yeckne cpencrsa MH(OPMALMOHHON CHCTEeMbl NEPCOHAIBHBIX JAHHBIX — CPEACTBA
BBIUUCIIUTEIILHON TEXHUKU, MH(OPMAIIMOHHO-BHIUMCIIUTENIHHBIE KOMITIEKCHI U CETH, CPEACTBA H CUCTEMBI
nepeaun, mpuemMa U oOpadotku IIJIH (cpemctBa WM CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEICHHS, IEPETOBOPHBIC W TEJIEBU3MOHHBIC YCTPOMCTBA, CPEACTBA W3TOTOBJICHMUS,
THUPOKUPOBAHKS JOKYMEHTOB W JIPyrM€ TEXHMYECKUE CpEICTBa OOpabOTKU pedeBOM, rpaduuecKoi,
BUICO- U OyKBeHHO-IIM(POBOK HMH(OpPMAILIMK), MPOrPaMMHBIE CPENICTBA (OINEPAIMOHHBIE CHUCTEMBI,
CHCTEMBI YNpaBJeHUsI 0a3aMHl [IAHHBIX W T.IL), CPEICTBA 3alATHI MH(POPMALMH, TPUMEHSIEMbIC B
MH(OPMAIMOHHBIX CUCTEMAX.

IMepexBaT (MHpOpMaNUN) — HEITPABOMEPHOE MOITYICHHE MHPOPMAIUU C HCIIOJIE30BAHUEM
TEXHUUYECKOTO  CpEACTBAa, OCYHIECTBISAIOIIET0 OOHapyXeHue, TMpueM u  00paboTKy
MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBbIE — T00as MH(OpMaLUs, OTHOCAMIAACS K HPSIMO WM KOCBEHHO
OTpeIeTICHHOMY WJIH OIpeesiieMOMy PU3NYECKOMY JUIY (CYOBEKTY MEPCOHATBHBIX TaHHBIX).

ITo0o4yHbBIEe 3JIEKTPOMATHUTHBIC M3JYYCHHS W HABOAKH — ICKTPOMArHUTHBIE U3TYy4CHUS
TEXHUYECKUX CPEICTB OO0pabOTKM 3aliuiiaeMod MHQOpMalM{, BO3HUKAIOIIME KaK MOOOYHOE
SBJICHUE W BBI3BAaHHBIC DIEKTPUYECKUMH CUTHAJIAMH, ACUCTBYIOUIMMHM B MX JIEKTPUYECKUX U
MarHUTHBIX LIEMSX, @ TaK)Ke 3JEKTPOMAarHUTHbIE HABOJIKH 3THUX CUTHAJIOB Ha TOKOMPOBOJSIINE
JUHUH, KOHCTPYKIIMH U IIeTIH MTUTaHUSI.

IMosmTKa  «YUCTOTO  CTOJA» —  KOMIUIEKC  OpPraHM3allMOHHBIX  MEPOIPHUATHI,
KOHTPOJIMPYIOLMX OTCYTCTBHME 3alMChIBaHUA Ha OyMakKHble HOCHUTENU KIO4ed M aTpuOyToB
nocTyrna (maposei) U XpaHeHus UxX BOJIM3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTens HMHGOPMALMOHHON CHCTEMbl NEPCOHAJNBHBLIX JAAHHBIX —  JHUIO,
yyacTBymollee B (DyHKIMOHUPOBAHUM MH(YOPMAIIMOHHON CHCTEMBI MEPCOHAIbHBIX JaHHBIX WM
UCTIOJIB3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYIHOCTh MPAaBUJI, PErJaMEHTHPYIOIMIUX IIpaBa
JIOCTYIa CyOBEKTOB JJOCTYIA K 00bEKTaM JI0CTYyIA.

IIporpammuasi 3akJjaaKa — KoJ MPOTrpaMMbl, IIPeTHAMEPEHHO BHECEHHBI B MPOrpaMMy C
[EJIBI0  OCYIIECTBUTh YTEUKY, H3MEHUTh, OJOKMPOBaThb, YHUYTOXKUTH HHPOPMALHUIO HIH
YHUUYTOXXUTh M MOAU(UIIMPOBATH HpOorpaMMHOE oOecredyeHre HHPOPMAIMOHHON CHUCTEMBbI
NEePCOHATBHBIX JAHHBIX U (MJIM) OJIOKUPOBATh almapaTHBIE CPEJICTBA.
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IIporpaMmmHoe (MporpaMMHO-MaTeMaTH4YecKOe) BO3JeHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICUCTBHE HAa PECYPChl aBTOMATU3UPOBAHHON MH(POPMAITMOHHON CUCTEMBI, OCYIIIECTBIISIEMOE C
UCIIOJIb30BaHUEM BPEIOHOCHBIX IIPOrpaMM.

PackpbiTHe NEpPCOHANBHBIX [AHHBIX — YMBIIUIEHHOE WJIH CllydailHOe HapylleHue
KOH(HICHIIMATHLHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHHne nepcoHATbHBIX JAAHHBIX — JICHCTBUS, HalpaBleHHbIE HAa PACKPBITHE
NIEPCOHAIBHBIX JaHHBIX HEONPEEIEHHOMY KPYTy JIUI]

Pecypc undopManiuoHHOH CHUCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTO, IPHUKIIAJIHOTO
WIY anmapaTHoro odecneueHus pyHKIMOHUPOBAHHS WH(OPMAIIMOHHON CUCTEMBL.

CnenmnanbHble KATerOpHMM MEPCOHAJBHBIX [JAHHBIX — [EPCOHANBHBIC JAaHHBIE,
KacalollMecss  pPacoBOM, HAaLMOHAJIBHOM  NPUHAMJIEKHOCTH, IOJIUTUYECKUX  B3IVIAJIOB,
PENUTHO3HBIX WU GHIoCOPCKUX yOeXKACHUM, COCTOSIHUS 30POBbSl U WHTUMHOW JKHU3HH
CyObeKTa epCOHANbHBIX JAHHBIX.

CpencrBa BbIYHCIUTEIHLHONM TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX M TEXHUYECKHUX AJIEMEHTOB
CHCTeM 00palbOTKU JAaHHBIX, CIOCOOHBIX (PYHKIIMOHMPOBATh CAMOCTOSITEIBHO HIIM B COCTaBE IPYTHX
CHUCTEM.

Cy0bekT mocryna (cy0beKT)— JIMII0 WIM TPOLECC, IEUCTBUSI KOTOPOrO PEriaMEHTHUPYIOTCS
MpaBUJIaMU pa3rpaHUYEHUs JOCTYIIA.

Texunyeckuii KaHAT yTe4KH WH(OPMALMH — COBOKYITHOCTb HOCHTENSI MH(pOPMALIMK (CPEICTBA
00paboTKH), (hH3UIECcKOr Cpelbl pacipocTpaHeHHss WH()OPMATUBHOTO CHTHAIA U CPEICTB, KOTOPHIMU
noObIBaeTCs 3anuinaemMast nHpopmanusi.

TpancrpanuyHasi nepeaaya MepcoHAJbLHBIX JAHHBIX — Mepe/iaya MepCOHANBHBIX JaHHBIX
onepaTtopoMm uyepe3 [ocymapcrBeHHyro rpanuny Poccuiickoii @enepauuu OpraHy BJacTH
WHOCTPAHHOTO TOCydapcTBa, (U3MUECKOMY WIM IOPUAMYECKOMY JIMIy HMHOCTPAHHOTO
rocy/apcTBna.

Yrpo3sl 0€30MacCHOCTH TNEPCOHAJIBHBLIX JAAHHBIX — COBOKYIHOCTH YCIOBHH U (JaKTOPOB,
CO3JIAIOLIMX ONACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCIIE CIIy4aiHOro, JOCTYNa K NEPCOHAIBLHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOrO MOMKET CTaTh YHUYTOKEHUE, U3MEHEHHE, OJIOKUPOBAHKE, KOMMPOBAHUE,
PacIpOCTPaHEHNE MEPCOHAIBHBIX JAHHBIX, a TAKKE MHBIX HECAHKIMOHUPOBAHHBIX JIEMCTBHNA NPU HUX
00paboTke B MHPOPMAIMOHHOM CUCTEME MEPCOHATBHBIX JAHHBIX.

YHUYTOKeHHE TEePCOHAILHBIX NAHHBIX — JICWCTBUS, B pE3yJbTare KOTOPHIX HEBO3MOKHO
BOCCTaHOBUTBH COZIEP’KaHHUE MEPCOHATBHBIX JaHHBIX B HH(OPMAIMOHHONW CHCTEME NEpCOHATBHBIX
JAHHBIX WIM B pe3y/bTaTe KOTOPBIX YHUYTOXKAIOTCSI MaTepHalbHble HOCUTENN MEepCOHATIbHBIX
JAHHBIX.

VYreuka (GanmiaeMoil) uHpoOpMAMU MO TEXHMYECKMM KAHAJIAM — HEKOHTPOJIUPYEMOE
pacnpocTpaHeHre MHPOPMALMK OT HOCUTES 3allUIaeMoil HHpOpMaIH depe3 (PU3UUECKyto cpety 10
TEXHHUUYECKOTO CPEJICTBA, OCYLLECTBIISIOIIETO IEpEeXBaT NHPOPMAIIH.

Ysa3BuUMoOCTh — €1a00CTh B CPEJICTBAX 3alLUTHI, KOTOPYIO MOXKHO MCIIOJIB30BaTh I HAPYIICHUS
CHCTEMBbI WU COZIEprKalleicsl B Hel nH(opMaliH.

LesocTHOCTS  MH(pOPMAIMKM —  CHOCOOHOCTh  CPENCTBA  BBIYMCIUTENBHOM TEXHUKM WK
ABTOMATU3UPOBAHHOW CHCTEMBblI 00ECTICUMBaTh HEM3MEHHOCTh MH(OpPMAlK B YCJIOBUSIX CIy4ailHOTO
W/WITH TIpeIHAMEPEHHOTO UCKKEHUs (pa3pyIIeHus).
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OBO3HAYEHUA U COKPAIIIEHU A

ABC — @HTUBUPYCHBIE CPEACTBA

APM — aBTOMAaTU3UPOBAHHOE paboyee MecTo

BTCC — BCIIOMOTaTEJIbHbIE TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIIIx — nH(OpPMAIMOHHAS CHCTEMa ITEPCOHATHHBIX TAHHBIX
K3 — KOHTPOJIUpYyEMast 30Ha

JIBC — JIOKaJIbHAasl BBIYUCIIUTEIIbHASI CETh

MD — MEKCETEBOM dKpaH

HCJ, — HECAHKLIMOHUPOBAHHBIN JOCTYII

OC — OIEpaIMOHHAs CHCTEMA

[T1a — MEPCOHATTbHBIC TAHHbBIE

IIMB — IPOrPaMMHO-MAaTEMATHYECKOE BO3ICHICTBUE

1o — IIporpaMMHOE 00eCIICUCHHE

[IOMHH — OOOYHBIE AEKTPOMArHUTHBIE U3ITyYEHUs U HABOJKU
CA3 — CHCTEMa aHaJIM3a 3allUIIEHHOCTH

C31 — Cpe/CTBa 3alIUThl UHPOPMALUH

C3I1dx — cucreMa (MoJCUCTEMA) 3alUThl NEPCOHAIBHBIX JaHHBIX
COB — cucreMa oOHapyKeHUs! BTOPKEHHM

TKYU — TeXHUYECKHUE KaHaIbl yTeUKH HH(OpMaIn

YBII/IH — yrpo3bl 0€301aCHOCTH NEPCOHANTBHBIX JaHHBIX
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BBEJAEHUE

Hacrosimas [lomutuka mHdopmanuonHoi O6e3onmacHoctu (nanee [lomutrka) MBOY «llu-
Buiibckast COIII Nely siBisieTcst opuIiMaaIbHBIM TOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU ¢ TpeboBaHusIMU DeiepaabHOro 3aK0Ha OT 27 U0
2006 1. No 152-®3 «O nepcoHaIBHBIX JTaHHBIX» U mocTaHoBlieHus [IpaButenscTBa Poccuiickoii
Qeneparunn ot 1HOsIOpst 2012 1. Ne 1119 «OO6 yrBepkneHun TpeOOBaHMN K 3alluTe
NEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX
JTAHHBIX», HA OCHOBAHUH:

- «PexoMenganuii o obecriedyeHno 6€30MacHOCTH MEPCOHATIBHBIX JAHHBIX MPU UX 00paboT-
K€ B MHPOPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX JAHHBIX», YTBEPKICHHBIX 3aMECTUTEIIEM JIH-
pektopa ®CTIK Poccum ot 15.02.2008 1.,

- «TunoBeIx TpeOOBaHUU MO OpraHu3aluu W obOecredeHu0 (HYHKIIMOHHPOBAHHS MIUPPO-
BaJIbHBIX (KpUNITOrpaUUECKUX) CPENICTB, MPEAHA3HAYCHHBIX IS 3alIUThl HHPOPMAIUH, HE CO-
JIepoKalllel CBEICHH, COCTABISAIOIINX FOCYAApPCTBEHHYIO TallHy B CIIy4ae U3 UCIOJIb30BAHMS IS
oOecrieyeHns 0€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX NMPH HX 00paboTKe B MHPOPMALMOHHBIX
CHUCTEMax NEPCOHANBHBIX JAHHBIX», YTBEPkKACHHBIX pykoBojcTBoM 8 Ilentpa ®CBH Poccuu
21.02.2008 T. Ne 149/6/6-662.

B Ilonutuke ompexneneHsl TpeboBanus k nepconany WCII/IH, creneHb OTBETCTBEHHOCTH
NepCcoHaa, CTPYKTypa U HEOOXOAMMBIH YPOBEHb 3alIUILEHHOCTH, CTAaTyC U JIOJKHOCTHBIE
00s13aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a oOecreueHue Oe30MacCHOCTH MEePCOHATBHBIX
nauubix B UCITJn MBOY «usunbckas COLLL Nel .
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1 O01me MoJI0KEeHU A

Lenbro nacrosmel IloauTuku sBiasgeTcss oOecreueHue OE30MaCHOCTH OOBEKTOB 3aIlUThI
MBOY «luBunbckass COII Nely oT Bcex BUIOB yrpo3, BHEITHUX U BHYTPEHHUX, YMBIIUIEHHBIX
U HeNpeIHaMEPEeHHBIX, MUHUMHU3aLUs yiepoa 0T BO3MOXKHOHN peanu3anuu yrpo3 6e30nacHOCTH
[Tdu (YBIIdn).

bezonacHocTb [IEPCOHAIBHBIX JAHHBIX JOCTUTACTCS myTeM UCKITIOUYCHUS
HECaHKIMOHMPOBAHHOTO, B TOM YHCJE CIy4allHOrO, OOCTyNa K TIE€PCOHAJIbHBIM JaHHBIM,
pe3yabTaTOM KOTOPOrO MOXKET CTaTh YHHYTOKEHHE, U3MEHEHUE, OJIOKMPOBaHHUE, KOIMPOBAaHHE,
pacnpocTpaHeHHe ePCOHATBHBIX IaHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

Wudopmanivs u cBsi3aHHBIC C HEH PECypChl JOJKHBI OBITh JOCTYITHBI JIJIsi aBTOPU30BAHHBIX
noJsib3oBareseil. JIomKHO OCyIIEeCTBISITHCS CBOEBPEMEHHOE OOHApY)KEHHE W pearupoBaHUE Ha
YBIT/In.

JI0KHO OCYIIECTBISTHCS MPEIOTBpPALICHHE MTPEAHAMEPEHHBIX WM CIIy4alHBIX, YaCTUYHBIX
WUJTH TIOJTHBIX HECAaHKIIMOHUPOBAHHBIX MOAM(PUKAIUNHN MM YHUYTOKEHUS TIEPCOHALHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI IpecTaBieH B [lepeyHe mepcoHaIbHBIX JAAHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKE MEPCOHATBLHBIX JTaHHBIX.

Cocras UCII/IH, mojuiexamux 3alliuTe, MpeacTaBieH B AKTe 00CIeIOBaHUSA TEKYILEro
COCTOSTHUSI TEXHUICCKOW 3aIUTHI IEPCOHAITBHBIX JAaHHBIX.
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2 O6aacTh aelcTBUA

TpeboBanust Hactosimed [lomuTHKM pacmpocTpaHsOTCS Ha Bcex coTpyaHukoB MBOY
«IuBunbsckas COL Nely (mTaTHbIX, BpEMEHHBIX, PA0OTAIOMIUX MO0 KOHTPAKTY U T.IL.), & TAaK¥Ke
BCEX MPOYUX JUI] (MOAPATIUKH, ayTUTOPHI U T.I1.).
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3 CucremMa 3aluThI MNEPCOHAJTBHBIX TAHHBIX

Cuctema 3anuThl nepcoHaibHbIX JaHHBIX (C3I1/IH), cTpouTCS Ha OCHOBAaHUH:

AkTa 00ce10BaHus TEKYIIETO COCTOSIHUSI TEXHUYECKOM 3aIUThHI IEPCOHATBHBIX JTAHHBIX;
[lepeunst nepcoHaIbHBIX JAHHBIX, MOJICKAIINX 3aIIUTE;

AKTOB KJ1acCU(pUKAIUU HHPOPMAITUOHHBIX CUCTEM MEPCOHATBHBIX JTaHHBIX;

YacTHbIX MOAENIEHN aKTyaabHBIX Yrpo3 U BeposiTHoro Hapyumrens UCI/Ix;

[TonoxeHnus o pa3rpaHUYEHUN IPaB JAOCTYyNa K NEPCOHAIbHBIM JaHHBIM,

PykoBogsnux nokymentoB @CTIOK u ®Ch Poccun.

Hns  ob6ecrieuenus 3amutel  MCIIJIH HeoOXxomumMo coOoIeHHE OpraHM3alliOHHO-
TEXHUYECKUX Mep. AJIMHUHHCTpAIe oOecrieunBaeTcsi 6€30MacHOCTh MEPCOHATBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YpPOBHEM 3alllMIICHHOCTH, KOTOpas omucaHa B TexHUYecKoM
3aganuu Ha co3ganue cucteMbl 3amuTel it UCIIJn. B MBOY «luBunbckas COI Nely»
OTpesieNieHbl aKTyallbHbIe yTrpo3bl Oe3omacHocT [1/1H, koTophie ommcanbl B YacTHOW Momenu
aKTyaJIbHBIX YIpo3 U BepositHoro Hapymutens MCIT/x.

[log axTyaJbHBIMH yrpo3amMu O€30MaCHOCTH TMEPCOHAIBHBIX JAHHBIX [MOHUMAETCA
COBOKYITHOCTb YCIIOBUM u (bakTopoB, CO3JAI0LIUX aKTyaJbHYIO OMacHOCTh
HECaHKI[MOHHUPOBAHHOT'O, B TOM YHUCJIE CIy4alHOTO, JOCTyIa K MEPCOHAIBHBIM JaHHBIM IIPH UX
00paboTke B MH(POPMAIIMOHHON cHCTEME, PE3yJIbTaTOM KOTOPOrO MOTYT CTaTh YHHUTOXKEHUE,
W3MEHEHUe, OJOKMPOBaHUE, KOMUPOBAHUE, MPEIOCTABICHUE, PACTIPOCTPAaHEHUE TMEPCOHATBHBIX
JIAHHBIX, & TAK)KE UHbIE HEIIPABOMEPHBIE ICHCTBUS.

Yrpo3bl 1-T0 THITA aKTyaJIbHBI 1711 HHPOPMAITMOHHON CHCTEMBI, €CIIH ISl HEe B TOM YHUCIIC
aKTyaJlbHbl yIpO3bl, CBSA3aHHBIC C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX )
BO3MOXXHOCTEH B CHCTEMHOM IIPOrPaMMHOM O0ECIICUCHHH, UCTIONB3YEeMOM B MH(POPMAITMOHHOMN
cucTeMe.

YTpo3bl 2-T0 THITA aKTYaJIbHBI 711 HTHPOPMAITMOHHON CHCTEMBI, €CIIH ISl HEC B TOM YHUCIIC
aKTyaJlbHbl yIpO3bl, CBSA3aHHBIC C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUpPOBAHHBIX )
BO3MOXKHOCTEH B NIPHUKIAAHOM  TPOrPAaMMHOM  OOECIICUCHHMH,  HCIOJb3yeMOM B
UH(OPMALIMOHHON CHCTEME.

Yrpo3bl 3-T0 TUNA aKTYalIbHBI JJIs1 HHPOPMAIIMOHHON CHUCTEMBI, €CIU ISl Hee aKTyaJlbHBI
yrpo3bl, HE CBS3aHHbIE C HaTU4YMEeM HEIOKYMEHTHPOBAaHHBIX (HEIEKIapHUPOBAHHBIX)
BO3MOKHOCTEH B CHUCTEMHOM M MPHUKIATHOM MPOrPAaMMHOM OOECIICUCHHH, UCIOIh3YEMOM B
WH(GOPMAIIMOHHON CHCTEME.

Ha ocHoBanuM 5THUX JOKYMEHTOB OIpeAeNseTcss HEOOXOIUMBIA YPOBEHb 3allUIEHHOCTU
[11n kaxnont UCIT[n MBOY «uBunbckas COLL Nely». Ha ocHOBaHMM aHanu3a akTyalbHBIX
yrpo3 6e3onacHoctu I1JIH, omucanHoro B YacTHOW MOjenu akTyadbHBIX YIpo3 M BEPOSTHOTO
Hapymutens UCIIJJn u Otuera o pe3ynbTrarax NpOBEACHHUS BHYTPEHHEUW NMpOBEpKE, AENIaeTCs
3aKJII0OUYEHHE O HEOOXOJUMOCTH HCIIOIh30BAHUS TEXHMUYECKHX CPEJICTB M OpPTraHU3AIlMOHHBIX
MeponpusaTHii 11 obecrieuenust 6ezonacHoctu [1/{H. BeiOpanHble HEOOXOAMMBIE MEPOTIPUSATHUS
oTpaxkatorcs B [mane MepornpusiTuii o 3aiuTe MepCoOHATBHBIX JaHHBIX.

Jns xaxnoit UCITJIH gomkeH ObITh COCTaBIEH CIHCOK UCMONB3YEMBIX TEXHUYECKUX CPEJICTB
3alllUThl, @ TaK XK€ MPOrpaMMHOro oOecnedeHus, ydacTByrouiero B oopadorke I1/[H, Ha Bcex
anemenTtax UCIIx:

- APM nons3oBateinen;
- CepBepa NpUIOKECHU;
- CYB/;

- I'panuna JIBC;
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- KananoB nepenaun B ceTH OOIIETo MOJB30BaHUS U (MIIH) MEXIyHApOAHOTO 0OMEHa, eclu
1o HuM nepenatores [1J1H.

B 3aBucumoctu ot ypoBHs 3amuineHHoctd MCITIH u aktyanbHbix yrpo3, C3IIJIH moxer
BKJIIOUYATh CIIEYIONINE TEXHUYECKUE CPEACTBA:

- aHTUBHUPYCHBIE CPEACTBA JIJIsl pabOYMX CTAHIIMI MMOJIb30BATENCH U CepBEPOB;
- CpeACTBa MEXKCETEBOr0 SKPAaHUPOBAHUS;

- cpelcTBa KpUNTOrpapUuecKoi 3aliuThl WHPOPMAILMK, NMPHU Tepeaade 3aliuiaeMoi HH-
dbopMaruu 1o KaHajaam CBS3U.

Tak ke B CIIUCOK JTOJDKHBI OBITh BKIIIOYEHBI (DYHKIIUH 3alUThI, 00ECIEYMBAEMbIC IITATHBIMH
cpenctBamu  obpabotku [/l onepanmonnsiMu cuctemamu (OC), mnpukinagaeiM 10 u
CHeUATbHBIMA KOMIUICKCAMH, PEATHU3YIONMMU CPEeACTBa 3amuThl. CIHCOK (QYHKIIUH 3aIlUThI
MOXET BKJIFOYATh:

- YIpaBJICHHE U pa3rpaHUUEHUE I0CTYIA M0JIb30BaTEIIECH;
- PerucTpainuio 1 yyeT JelcTBuil ¢ nHpopMaluei;

- o0ecrieunBaTh LEJIOCTHOCTD JAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUI BTOPKEHUH.

CHucoK HCHONb3yeMBbIX TEXHUYECKHX CpEACTB oTpaxaercs B llmane meponpusatuil mo
3alIUTE MEPCOHAIBHBIX JNaHHBIX. CIUCOK UCIOJIb3YEMBIX CPEJICTB JIOJDKEH IMOAIECPKUBATHCS B
aKTyalbHOM COCTOSHMM. IIpu H3MeHeHMHM cocTaBa TEXHUYECKUX CpPEJICTB 3allUThl WU
anemenToB MCII/IH, COOTBETCTBYIOUIME W3MEHEHHs IOJDKHBI ObITh BHeceHbl B CIHCOK H
yrBepxkaeHbl aupekropoM MBOVY «luBmibekas COLL Nel» wnm aunom, OTBETCTBEHHBIM 3a
obecneuenue 3amuThl [1/]H.
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4 TpeooBanus k nogcucremam C3I1/1n

C3I11u BKiIFOYaET B ceOs CICMYIOMINE MTOJICUCTEMBI:
- YIpaBJICHUS JOCTYIIOM, PETHCTPALlUU U yUETa;

- obOecrneyeHus LEJIOCTHOCTH U JOCTYITHOCTH,

AHTUBUPYCHOMU 3aIIUTHI;

- MEXKCETEBOr0 3KpaHUPOBAHMS;

aHaJIM3a 3allUIICHHOCTH;
- 00HapYKCHUS BTOP>KEHUH;

- KpunTorpadu4ecKoi 3aluThl.

[Toncucremsr C3I1/IH umeroT pa3nuuHblil QyHKIMOHAN B 3aBucuMocTd oT kinacca UCIIIH,
OIpesielIeHHOro B AKTe Kiaccu(uKanuu HH(OPMAIMOHHBIX CHCTEM MNEPCOHAIbHBIX JIaHHbBIX.
Cnucok cootBerctBust Ppynkiuii noacucrem C3IIJIH kiaccy 3alMIIEHHOCTH TPEICTaBIICH B
[Tpunoxxenun Ne 1.

4.1 Nopgcncrembl ynpasneHna A0CTYNOM, perucTpaLmm 1 yuera

[Toncucrema ymnpaBiaeHHUs JOCTYIIOM, PETUCTPAIMK M yueTa MpeIHa3HaueHa AJs pealu3aiiu
[ (13% 0110509 11)%:19112178

- UIeHTH(UKAWY 1 TPOBEPKA MOUTMHHOCTH CyOBEKTOB octymna npu Bxoxae B UCIH;

- UISHTH(UKALMY TEPMHUHAJIOB, Y3JI0B CETH, KAaHAJIOB CBS3H, BHEIIHUX YCTPOHCTB IO JIOTHU-
YECKUM MMEHaM;

- UAeHTU(UKALIMY TIPOTpaMM, TOMOB, KaTajuoros, (aiioB, 3amuceil, moJei 3amnuceil mo nMe-
HaM;

- peructpanuu Bxoja (BbIX0Ja) CyOBEKTOB JOCTyNa B CUCTEMY (M3 CHUCTEMBI), TUOO peru-
CTpalys 3arpy3Ki U HHUIMAIU3AlMK ONIEPAallMOHHON CUCTEMBI U €€ OCTaHOBA.

- pEerucTpanyy MONbITOK J0CTYNA MPOrPaMMHBIX CPEACTB (IPOrpaMM, MpoIeccoB, 3a/1ad, 3a-
JTaHMil) K 3aluiiaeMbIM ¢aiinam;

- perucTpaiuu MOMBITOK JTOCTYNa MPOTPAMMHBIX CPEJICTB K T€pMHHAJIaM, KaHallaM CBSI3H,
mporpaMmam, ToMam, Kataioram, ¢ainam, 3arucsaM, MoJsM 3arucei.

[Toncucrema ympaBieHHs HOCTYIIOM MOXET OBITh peaqu30BaHa C MOMOIIBIO IITATHBIX
cpenct oOpadotku [1/]n (onmepanmonnsix cuctem, npuwioxenuit u CYBJI). Tak sxe moxxeT ObITh
BHEJIPEHO CHEIHUAIbHOE TEXHUYECKOE CpPEICTBO WM HX KOMIUIEKC, OCYUIECTBISIONINE
JIOTIOJTHUTEILHBIE MEPHI MO ayTeHTHU(UKAIMU W KOHTpoiro. Hampumep, mpuMeHeHHE €IUHBIX
XPaHWJIUI ~ YYETHBIX  3alMUCel  MOoNb30BaTeNiell ©W  PEruCTPAllMOHHOW  WHGOpMAINU,
WCIIOJIH30BaHNE OMOMETPHUYECKUX M TEXHUYECKUX (C TTOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) MEp
ayTeHTH(UKAIINHI U IPYTUX.
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42 Moacucrema obecneueHusn LeNI0CTHOCTU U A0CTYNHOCTU

[Toncucrema obecriedeHus EIOCTHOCTA M JOCTYIMHOCTH MpeIHa3HayeHa i oOecreueHus
uenoctHoctd U jpocrynHoctu [IJIH, mporpammubix u anmapatHbix cpencts UCITn MBOY
«IuBunsckas COLL Nely, a Tak ke CpeICTB 3alllUTHI, MPU CIy4allHOM WM HaMEPEHHOU
Mo Iu(DUKAITHH.

[Toncucrema peanusyeTcss ¢ IMOMOLIBIO  OPraHU3allUMd  PE3EPBHOIO  KOIUPOBAaHUSA
00pabaTbIBaeMbIX JaHHBIX, a TaK K€ pe3epBUPOBAHUEM KiItOUeBbIX 31eMeHToB UCII/IH.

4.3 Nopgcncrema aHTUBMPYCHOM 3aWUTbI

[ToncucTtemMa aHTUBHPYCHOM 3alllMTHl IMpeAHA3HAueHa JUIsl OOecreueHuss aHTHUBUPYCHOU
3amuThl cepBepoB 1 APM nonb3oareneit UCII[In MBOY «luBunbsckas COLLL Nel»y.

CpencTBa aHTUBUPYCHOM 3alLUTHI IPeIHA3HAUYEHBI JJIS pealIn3aluy CIeyomuX QyHKIUi:
- PE3UJACHTHBIN AHTUBUPYCHBI MOHUTOPUHT;

- QHTUBHPYCHOE CKaHUPOBAHMUE;

- CKpHIT-0JIOKUPOBAHHCE;

- [IEHTPAIM30BaHHYIO/YIaJICHHYIO YCTaHOBKY/IEUHCTAUIUIO AHTUBUPYCHOTO MPOAYKTA,
HACTPOWKY, aIMUHHCTPUPOBAHUE, IIPOCMOTP OTYETOB M CTATUCTHUECKOW MH(OpMAINH 110 pado-

T€ MIPOJIYKTA;
- aBTOMATU3MPOBAHHOE OOHOBJICHNUE AHTUBUPYCHBIX 0a3;

- OrpaHM4YCHUC IIpaB II0JIb30BATC/II HA OCTAHOBKY MHCIHOJJHACMBIX 3aJa4 W HU3MCHCHUA
HACTPOCK aHTUBUPYCHOT'O ITPOrpaMMHOI'0O O6€CH€‘I€HI/I$I;

- aBTOMAaTHYECKUH 3aIlyCK Cpa3y IOCJIC 3arpy3Ku OHepaHHOHHOﬁ CHCTCMBI.

[Toncucrema peanu3yercsi IyTeM BHEAPEHUS CIIEMUAIBLHOTO aHTHBHPYCHOTO MPOrPAaMMHOTO
obecnieuenust Ha Bce aneMenTs UCII/IH.
4.4 Nopcucrema mexceTeBOro sKPaHMpPOBaHUA
[Toncucrema MeXCETEBOTO SKPAHWPOBAHUS IpeTHA3HAueHA Uil Pean3alid CIEAYIOIINX
GyHKLHMI:
- (GuabTpanM OTKPBITOrO U 3aluppoBaHHOrO (3akpbiToro) IP-rpaduka no cnenyromum mna-

pamerpam;

- (ukcanuy BO BHYTPEHHUX KypHaJaxX WH(OPMAIMK O IPOXOIAIIEM OTKPBITOM U 3aKPBITOM
IP-tpaduxe;

= I/I,Z[CHTI/I(I)I/IKaI_II/II/I n aYTCHTI/I(I)I/IKaL[I/IIO AIMUHUCTpATOPa MCIKCCTCBOI'O0 3KpaHa IIpu €ro Jo-
KaJIbHBIX 3aIllpocax Ha JOCTYII;

- perucrpani BxoJa (BLIXOI[E[) AIAMUHUCTpATOpPa MCIKCETCBOI'O DKpaHa B CUCTEMY (I/I3 CHu-
CTCMLI) 1100 3arpy3ky 1 HHUIIHAJIHU3AallUU CUCTEMBI U €€ IIPOIrpaMMHOI'0 OCTAHOBA,

- KOHTPOJIS HEJIOCTHOCTU CBOEH MPOrpaMMHOM U HH(OPMALIMOHHON YacTH;

[MonuTnka nadopmanmoHHoi 6e3omacHoctu. Ctpanuna 14 u3 32



- (uabTpanMM MakeToOB CIYKEeOHBIX MPOTOKOJIOB, CAYXAIIUX IS TUArHOCTUKU U yIpaBie-
HUS pabOTOM CETEBBIX YCTPOUCTB;

- pUIbTpAIK C YYETOM BXOJHOTO M BBIXOJHOTO CETEeBOro MHTepdelica Kak CpeAcTBO Mpo-
BEPKU MOJYTMHHOCTH CETEBbIX aJPEecoB;

= peTUCTpalluy 1 y4€Ta 3alpalliiBacMbIX CCPBUCOB IMPUKIIAAHOI'O0 YPOBHSA;

- OJIOKUPOBaHUs JIOCTYIA HEHJIECHTU(PUIIUPOBAHHOTO 00BEKTa WM CYObEKTa, TOJTHHHOCTh
KOTOPOTO MPU ayTCHTHU(PHUKAIIUU HE MMOATBEPAIIACH, METOAAMH, YCTOMYUBBIMU K TIEPEXBATY;

= KOHTPOJIA 3a CETEBOIl aKTHBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ u O6H&py>KeHI/IH CCTCBhLIX aTak.

[Toncucrema peanusyercs BHEIPEHUEM IIPOTrPAMMHO-ANNAPATHBIX KOMILIEKCOB MEXCETEBOTIO
sKkpanupoBanus Ha rpanuie JICB, kiiaccom He HUXE 4.
4.5 Nopacucrema aHanm3sa 3awWmLLEHHOCTH

[Toncucrema aHanu3a 3alllMIIEHHOCTH, JOJDKHA OOECIEUMBATH BBISIBICHUS YA3BUMOCTEH,
cBsi3aHHBIX ¢ ommOkamu B KoHpurypauuu [10 UCII/IH, KkoTOpble MOTYT OBbITh HCIOJIb30BAHBI
HapyLIUTEIeM Ul pealu3aluy aTaku Ha CUCTEMY.

CDYHKHI/IOHB.JI IIOACUCTEMBI MOXKET 6I>ITI) pcajin30oBaH HNPOrpaMMHBIMH W IIPOrpaMMHO-
arrapaTHbIMU CPEACTBAMU.
4.6 Nopcnctema 06HapyKeHUA BTOPXKEHUI

[Toncucrema oOHApY)EHUs BTOPKEHUM, JOKHA 00€CIIeUnBaTh BbISIBIEHUE CETEBBIX aTak Ha
aneMenThl MCII/IH, noakitoueHHbIE K CETSM OOIIEro MOJb30BaHUS U (MJIM) MEXIYHAPOIHOIO
oOMeHa.

CDYHKIII/IOHaJI IIOACUCTEMBI MOXKET 6I>ITI) pcajin3oBaH MHNpPOrpaMMHBIMH W IIPOrpaMMHO-
arrapaTHbIMU CPEACTBAMU.
4.7 Nopcncrema KpunTorpapuUecKoi 3alwmTbl

[Toncucrema kpunrorpaduueckoi 3amuTsl NpeaHasHaueHa Uit uckmoueHus HCJ k
sammimaemor nHopmarmu B UCITJn MBOY «luBunsckas COI Nely, mpu ee nmepenayu mo
KaHaJaM CBsI3U ceTel 00IIero Nojab30BaHus U (MJIM) MEXTyHAPOJIHOTO OOMEHa.

ITogcucrema peaM3yeTCd BHCIAPCHHUEM KpHHTOFpa(queCKHX IMPpOrpaMMHO-aIIapaTHbIX
KOMIIJICKCOB.
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5 Mons3osarenn NCIIdn

B UCIIIn MBOY «lluBunbsckass COII Nel» MOXHO BBIICIUTH CIEAYIOIIUE TPYIIIbI
MOJIB30BaTENICH, YIacTBYIONTUX B 00paboTke u xpaneHuu [1/1H:

- Anmunucrparopa UCII/IH;

- Anmunuctparopa 6e3onacaocta UCIIH;

- Oneparopa APM;

- AZIMUHHCTpATOpa CeTH;

- Texuuueckoro crenuanucTa no o0CIyKHUBaHUIO epudepuitHoro 060pPya0BaHMUS;

- IIporpammuct-pazpadorunk UCII/IH.

I[aHHBIe 0 Ipynmnax II0Jb30BaTCiIIX, YPOBHC HX OOCTYyIla U I/IH(bOpMI/IpOBaHHOCTI/I JOJIDKCH
OBITh OTpPa’XCH B ITonmoxxenuwu o pa3rpaHn4YCHNU IIPpaB JOCTYIIA K ICPCOHAJIBHBIM JJTaHHBIM.

5.1 Aamunucrpatop UCNOH

Anmunuctparop UCIIAH, corpyaauk MBOVY «{uBunbsckas COLL Nel», oTBeTcTBEHHBIH 3a
HacTpoiiky, BHeapeHue u conpoBoxiaenue MCIIIH, obGecrneunBaeT (QyHKIHMOHHPOBAHHE
nozcuctemsl ynpasiaeHus goctynom NUCII/IH 1 ynnonHoOMouYeH OCyIIeCTBIATh IPEIOCTABICHUE U
pasrpaHMyYeHHe JOCTyIa KOHeUHoro nosb3oBatens (Oneparopa APM) k snemMeHTaM, XpaHsLIM
HepCOHANIbHbIE JJAHHBIE.

Anmvunuctparop UCIIIx obnagaeT cieayronmm ypoBHEM JOCTYIIAa U 3HAHUH:

- o6na1[aeT MMOJIHOH HH(I)OpMaHHeﬁ O CUCTCMHOM H IIPUKJIaJTHOM IIPOI'paMMHOM O66CHC‘I€HI/II/I
VCTI/Tx;

- obnajgaeT noinHoM nHpopMaueil o TeXHnYeckux cpenctBax u konpurypanuu UCI1H;

- UMEEeT JOCTYIl KO BCEM TEXHMUYECKUM CpecTBaM 00paboTku nHpopmanuu u ganHsiM M C-
T 1m;

- oOnmagaeT mpaBaMu KOH(UTYPUPOBAHHUS M aJIMUHUCTPATUBHOM HACTPOWKH TEXHUUYECKUX
cpencts UCIIdH.

5.2 ApmuHucrtpatop 6e3onacHoctn UCNAH

Anmunuctpatop 6e3onacHoct WUCIIH, corpyaauk MBOY «luBunbckas COILI Nely,
OTBETCTBEHHBIH 3a ¢yHkuuonupoBanue C3I1/{n, BriIro4ass oOCTy)KUBaAaHHE W HACTPOUKY
aIMUHUCTPATUBHOM, CEPBEPHOM U KIIMEHTCKOW KOMIIOHEHT.

Anmvunnctparop 6e3onacHoctu UCIIJIH o6manaer ciaeayromuM ypoBHEM JOCTyIA U 3HAHUMN:
- obmanaet npaBamu Aamunauctpartopa UCIIH;

- obnmagaet momHOM nHpopmanwmeit 06 UCII/IH;
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- IMEEeT JIOCTYI K CPeACTBaM 3alUThl HH(OPMAIIUK U MMPOTOKOJIUPOBAHUS U K YaCTU KITFOUE-
BbIX anemeHToB MCII/IH;

- He UMEET MpaB JOCTyna K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJICTB CETU 32 UCKIIOYCHHU-
€M KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

Anmvunnctparop 6e3onacuHoctu UCIIJIH ynosHOMOYEH:

- peaM30BBIBaTh MOJUTHUKY Oe3omacHoCTH B yacTH HacTpoilku CK3U, MekceTeBhIX IKpaHOB
U CHUCTEM OOHApY)KEHHUS aTakK, B COOTBETCTBHH C KOTOPbIMU MoJib30BatTenb (Oneparop APM) mo-
JydaeT BO3MOXKHOCTh pabotats ¢ anemernTamu MUCII/IH;

= OCYHCCTBJIATL ayAUT CPCACTB 3allUThI;

- YCTaHaBJIMBAaTb JOBCPHUTCIBHBIC OTHOLICHUA cBOCH 3aH_II/IH_[€HHOI\/JI CCTU C CCTAMH OPYrux
Opranusanui.

5.3 Onepatop APM

Onepatop APM, corpyauuk MBOVY «uBunsckags COLI Nely, ocymiecTBastomuii
obpabotky I1/In. O6pabotka I1/IH BKIIOUaeT: BO3MOXKHOCTH MpocMotpa IIJIH, py4HOil BBOX
[T1u B cucremy UCII/IH, popmMupoBaHue CIpaBOK U OTYETOB MO MHPOPMAIINH, TOTYYECHHON U3
NCTIJx. Onepatop He ©MeEET NOJTHOMOYMM JIJIsl yIPaBICHUs OJCUCTEMAMU 00paOOTKH TaHHBIX
u C3I1/n.

Omneparop UCII/IH o0namaeT cleayomuM yPOBHEM IOCTYIIA ¥ 3HAHHIA:

- 00ya1aeT BCeMH HEOOXOAMMBIMU aTpUOyTamMu (Hampumep, mapojiemM), 00ecreunBaonIuMu
JOCTYI K HEKOTOpOMY 1oaAMHokecTBY [1/]H;

- pacnojaracTt KOHQ)HIIGHHI/IaJII)HI)IMI/I AaHHBIMH, K KOTOPBIM UMCCT JOCTYII.

5.4 Apmunucrtpatop cetu

Anmunuctparop cetd, cotpyaHuk MBOVY «lluBuibsckas COILL Nel», oTBeTcTBEHHBIN 3a
(GYHKLIMOHUPOBAaHUE TEJIEKOMMYHUKaMOHHOM mojacucteMsl UCIT/IH. AQMUHHCTpAaTOp CETH He
UMeeT OJTHOMOYMM JUIs yIIpaBiIeHHs TOJICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJMUHHCTpPATOpP CEeTH 00J1a/1aeT CIEYIONUM YPOBHEM JIOCTYIIA U 3HAHUI:

- O6J'I8.I[21€T Y4YaCTbhHO I/IH(i)OpMaI_[I/II/I O CUCTCMHOM U HpI/IKHaI[HOM HpOFpaMMHOM 06eCHequHH
VCTI/Tx;

- o0yaaeT yacThio HHGOPMAIIUU O TEXHUYECKUX cpencTBax v koHpurypanuu UCI/IH;

- UMCCT CI)I/ISI/I‘-ICCKI/Iﬁ AOCTYII K TCXHUYCCKUM CpEACTBAM O6pa6OTKI/I I/IH(I)OpMaI_II/II/I Hu cpea-
CTBaM 3alllUThI;

= 3HACT, I10 MEHBIIIEeH MEpPE, OAHO JICTAJIBHOC UMs JOCTYIIA.

5.5 TexHunueckumii cneymanucr no o6cnyxkmsaHuio nepudepuiiHoro o6opyaoBaHuaA

Texaudeckuit cnenuaiuct mo obcmyxuBanuto, cotpyaHuk MBOVY «lluBunsckas COILL
Nel», ocymecTBisier obcimyXHBaHME U HACTpOiKy mnepudepuiinoro odopynoBanus WCII/IH.
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TexHUYeCKui CrieuaiucT 1Mo 00CIyKMBaHUIO He uMeeT foctyna K [1/[H, He nmeet momHOMOUMI
JUISL yIIpaBIICHHs TOICUCTEMaMH 00pabOTKH TaHHBIX U OE30MaCHOCTH.

TexXHUYECKUH CIeNUAaIUCT MO0 OOCTY)KUBaHUIO 00JalaeT CISAYIONMM YPOBHEM JOCTyNa U
3HAHUM:

- 06J1az[aeT 4YaCTbhHO I/IH(l)OpMaI_[I/II/I 0 CUCTCMHOM U IIPUKIAIHOM IIPOTPpaAMMHOM O6CCHC‘ICHI/II/I
VCTI/Tn;

- 0051a1aeT YacThio HH(POPMAIIMK O TEXHUYECKUX cpeacTBax U koHpurypauuu UCI/1H;
- 3HaeT, 110 MEHBIIICH Mepe, OJTHO JIEraTbHOE UMSI JOCTYIIA.

5.6 Nporpammucr-paspabotumk UCMOH

[TporpamMMucTbI-pa3paboTurku (MOCTaBIIMKHK) MPHUKIAJIHOTO MPOTPAMMHOIO OOecreueHus,
oOecreunBaroIIMe €ro COMPOBOXKICHHE HA 3amuiiaeMoM oO0bekTe. K maHHOW Tpyrime Moryt
oTHOocUThCs Kak coTpyaHuku MBOVY «uBuibckas COLLL Nely, Tak u cOTpyIHUKH CTOPOHHHUX
OpraHu3aIuu.

DuU3nYECcKOe JIMIO 3TOW KaTETOPUH:

- obmajgaer uHdopmalmeit 06 anropuTMax u nporpammax obpabortku nHpopmanuu Ha UC-
I11H;

- 00J1a/1aeT BO3MOKHOCTSIMA BHECCHHS OIIMOOK, HEJIEKIapUPOBAHHBIX BO3MOXKHOCTEH, MPO-
rPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MporpamMMm B mporpammuoe odecnedenue MCII/In Ha cra-
UU ee pa3pabOTKu, BHEAPEHUS U CONPOBOXKICHUS;

- MOXeET pacroJaraTh J00sMU GparmeHTamu uHpopMaruu o tonojoruu UCII/IH u TexHu-
YECKUX cpecTBax 00padotku u 3amuThl [1/1H, oOpadareiBaembix B UCII/IH.
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6 TpeOoBaHus K nepcoHany mo odecnevyeHuro 3ammthbl [11H

Bce cotpynauku MBOY «luBmibckas COLL Nely, sBistitomuecs noas3oatensimu UCI/IH,
JIOJIKHBI Y€TKO 3HATh U CTPOTO BBIMOIHITH YCTAHOBIICHHBIC TTPABHIIA U O0S3aHHOCTH T10 JOCTYITY
K 3aIUIIaeMbIM O0BEKTaM M COOJIOICHUIO IPUHATOTO pexuma OezonacHoctr [1/1H.

IIpy BCTymuleHMH B JODKHOCTH HOBOIO COTPYJHMKA HENOCPEACTBCHHBIM HadalbHUK
HOJpa3feieHusl, B KOTOPOE OH IIOCTYNaeT, 00s3aH OpraHu30BaTb €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLMEH W HEOOXOOMMBIMM  JOKYMEHTaMM, pErJIaMeHTUPYIOIIUMU
TpeboBanuss mo 3amure IIJ[H, a Takxke oOydyeHHE HaBBIKAM BBIIIOJHEHUS TPOLEIYD,
HEOOXOIUMBIX JJIsl CAHKIIMOHUPOBaHHOTO ucnobs3oBanus UCII/IH.

CoTpyAHUK JOJDKEH OBITh O3HAKOMJIEH CO CBeACHMsIMH Hactosuieid [lonuTuku, mpUHATHIX
npouenyp padotsl ¢ anementamu MCIT/In u C3I1/]H.

Corpynnuku MBOVY «UuBunbckas COI Nely, ucnonb3yromme TEXHUYECKHE CPEICTBa
ayTeHTU(UKAUY, JOJDKHBI o0OecrnedynBaTh COXPAHHOCTh HUACHTU(DUKATOPOB (DIEKTPOHHBIX
kioueit) u He gomyckath HCJI k HUM, a Tak e BO3MOXKHOCTh UX YTEPHU WM UCIOJIb30BAHUS
TpeTbMH JullaMu. [lonb3oBaTenu HECYT NEPCOHAIBHYIO OTBETCTBEHHOCTh 3a COXPAaHHOCTH
UACHTU(DHUKATOPOB.

Corpynaukn MBOY  «luBunbsckas COL Nel» nomkHbl Cle10BaTh yCTaHOBJICHHBIM
poueaypam nojajiep:kanus pexknuma o6esonacuoctu [1/1H npu BeIOOpe 1 MCIOIB30BaHUU NapoJiei
(ec HE MCTIONB3YIOTCA TEXHUYECKHE CPEICTBA ayTeHTH(DUKALINN).

Corpynanuku MBOY  «uBuinbsckas COLL Nel» momxHbel oOecriednBaTh HaJJISKAIIYIO
3amuUTy 00OpYyIOBaHMS, OCTaBIsieMOro 0e3 MPHCMOTpPa, OCOOEHHO B TEX CIlydasxX, KOTJa B
MOMEIIEHUE UMEIOT JOCTYIl MOCTOpPOHHUE Nulla. Bee monb3oBarenu JOMKHBI 3HATH TPEOOBaHUs
no 6e3omnacuocty [0 u mporeypsl 3aIUThl 000PYIOBAaHUS, OCTABICHHOTO 0€3 MPUCMOTpa, a
TaK)Xe CBOM 0053aHHOCTH 110 00CCIIEUEHHIO TAKOH 3aIlMThI.

CoTpyaHHMKaM 3ampeniaercs YCTaHABIMBATh IOCTOPOHHEE MporpaMMHOe obecredyeHue,
IIOAKJIOYATh JINYHBIC MOOWJIBLHEIE YCTPOﬁCTBa 1 HOCUTCIIU I/IH(l)OpMaHI/II/I, a TakK K€ 3allNChIBATh
Ha HUX 3alUIIaeMyI0 HHPOPMAIIHIO.

CoTpynHukaMm 3ampeniaercsl pasriamarh 3alldIaeMyl0 UHQOpMalHI, KOTopas cTajla UM
u3BecTHa npu pabote ¢ umHpopmanmroHHbIME cucteMamu MBOVY «lusumibckas COII Nely,
TPETHUM JIULIAM.

[Ipu pa6ote ¢ I1dn B UCIIn corpymauku MBOY «uBuinbckas COII Nely» o06si3aHbI
o0ecnevynTh OTCYTCTBHE BO3MOXKHOCTU mpocMotpa [IJIH TpeTbuMu nuiiaMu ¢ MOHUTOPOB APM
WJIU TEPMHUHAJIOB.

[Tpu 3aBepmienun padbotel ¢ UCII/IH coTpynHuku o0s3anbl 3aiuTuTh APM 1M TepMUHAIBI
C TOMOIIBIO OJIOKMPOBKH KIIFOYOM MJIM SKBUBAJIEHTHOIO CpEICTBA KOHTPOJIS, HaIpuMep,
JIOCTYIIOM IO MAapOJII0, €CJIU HE UCTIONb3YIOTCs 00Jiee CHIIbHBIE CPEICTBA 3AIUTHI.

Corpynauku MBOY «uBunbckas COII Nel» nomkHbl ObITh NPOMH(OPMHUPOBAHBI 00
yrpo3ax HapylleHus pexuma 6e3onacHoctd [I/lH 1 0TBETCTBEHHOCTH 3a ero HapyuieHue. OHu
JOJKHBI OBITh O3HAaKOMJIEHBI C YTBEPXACHHON (OpMaabHOW TpOLENYypOl HAaJOKEHUs
JUCLUIUIMHAPDHBIX ~ B3BICKAHMM  HA  COTPYAHMKOB, KOTOpble  Hapymmiau  lloauTtuxy
UH(POPMALIMOHHOM 6€30MacHOCTH U Ipoleypsl 6e3onacHocTu [1/1H.
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CoTpynHuku 00s3aHBI 03 TpoMemIeHUusT coodmarh 000 BCeX HAOMIONAaeMBbIX WU
noA03pUTeNbHBIX cinydasx padotsl UCIIIH, Moryux moBjedb 3a coO00H yrpo3bl 0€30MacHOCTH
[I/ln, a TakkKe O BBIIBICHHBIX HMH COOBITHSX, 3aTparuBaronmx Oe3zomacHocTh [1J[H,
PYKOBOJICTBY IMOApA3JICICHHs 1 JIUIY, OTBEYAIOIIEMY 32 HEMEJICHHOE PearupoBaHue Ha YTPO3bl
oesomacuoctu I1/1H.
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7 JoaxkHocTHBIE 00s13aHHOCTH MoJib3oBaTeneil UCIIIn

JomxHoctHbIE 00s13aHHOCTH TTonb30Bareseid MCII/H onucanbl B CNEAYIOMMX TOKyMEHTAX:
- Nuctpykiusa anmunuctparopa UCIx;
- Uuctpyknus agmuauctparopa 6ezonacHoctr MCI/IH;

- Nuctpykiusa nons3oBarens UCITIH.
OtBercTBeHHOCTH cOTpyAHUKOB UCIT[In MBOY «l{uBunbsckas COLLL Nely.

B cootBerctBuu co cT. 24 @enepanbHoro 3akoHa Poccutickoit ®enepanuu ot 27 utonsa 2006
r. No 152-03 «O nepcoHanbHBIX JaHHBIX)» JIMIA, BHHOBHBIC B HAPYIICHUN TPEOOBAHUI JAHHOTO
@denepanbHOr0  3aKOHa,  HECYT  IPaXIAHCKYI0,  YIOJOBHYIO,  aJIMHHHMCTPAaTUBHYIO,
JUCLHUIIMHAPHYIO M HMHYIO IPEIyCMOTPEHHYIO 3akoHoaareinbcTBoM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiicTByroniee 3akoH01aTeNbCTBO PD 1103BOIISAET NPEbABIATE TPEOOBAHUS 10 00ECIICUEHUIO
Oe30macHOi paboThl ¢ 3ammIaeMoir mHpopMalyeir 1 MpeaycMaTpUBaeT OTBETCTBEHHOCThH 32
HapyIlIeHUE YCTAaHOBJICHHBIX MPaBUJ dKcILTyaTauuu OBM u cuctem, HEMpaBOMEPHBIN JOCTYI K
UHPOpPMALIUU, €CIH ITH JIEHCTBUS NMPUBEIH K YHHUTOXCHHIO, OJOKHPOBAHUIO, MOIU(MUKAIIH
uH(pOopMaluu WK HapylieHuto padotel OBM uinu cereii (ctarbu 272,273 u 274 YK PO).

Anmunuctparop UCIIAun u agmunuctpaTop 6e3onmacnocti UCIIJIH HECYyT OTBETCTBEHHOCTD
3a BCE JECHCTBUSA, COBEPIICHHBIE OT MMEHHM MX YYETHBIX 3aMCEHd WJIM CUCTEMHBIX YYETHBIX
3aMmcei, €Clii He JI0Ka3aH (aKT HeCAaHKIIMOHUPOBAHHOTO MCIOJIb30BAHMSI YUCTHBIX 3aITACEH.

[Tpu napywenusx corpyanukamu MBOVY «lluBunbckas COLL Nel» — nosb3oBareneit
UCTI[Jn mnpaBun, cBs3aHHbIX C Oe3zomacHocThio [I/[H, OHM HeCyT OTBETCTBEHHOCTbD,
YCTaHOBJICHHYIO JIEUCTBYIOIIMM 3aKoHoAaTebcTBoM Poccuiickoit denepanun.

[IpuBenenHbie BhINIE TPEOOBAHUS HOPMATHBHBIX JTOKYMEHTOB MO 3aliuTe WHGOpMAIUu
TOJKHBI ObITh oTpakeHbl B [lonmoxkenusx o monapazaenenusx MbOY «uBunbsckas COLLL Nely,
ocymectBisitomux 06padorky [/l B UCII[IH M MOMKHOCTHBIX HMHCTPYKIUSAX COTPYAHHKOB
MBOY «lusunsckas COLLL Noly.

Heob6xonumo BHectu B Ilonmoxkenus o moapazaeneHusx MBOY «uBunbsckas COLL Nely,
ocymectBisitomux  oopadorky [l B UCII[n cBemenus 00 OTBETCTBEHHOCTH HUX
PYKOBOAMTENEH W COTPYAHUKOB 3a pasriallleHHe W HECAHKIIMOHHPOBAHHYIO MOAU(DHUKAIUIO
(uckaxxenue, panbcuduxanuio) I1/JH, a Takke 3a HEMpaBOMEPHOE BMEIIATEILCTBO B MPOLIECCHI
UX aBTOMaTHU3UPOBAHHOI 00pabOTKH.
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8 CmcoK HCNOJIb30BAHHBIX HCTOUHHKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMH W METOAUYCCKHMMHU JOKYMCHTaAMH, Ha KOTOPBIX
633preTCH HaCTOsAICC IlonoxxeHue ABNSIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalabHBIX JaHHBIX» (Hanee —
@3 «O nepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIOIIMN OCHOBHBIC IPUHLUIBI U YCIOBHs 00Opa-
6otku I1/{H, mpaBa, 00S3aHHOCTH U OTBETCTBEHHOCTh YYAaCTHUKOB OTHOILICHHH, CBSA3aHHBIX C 00-
pabotkoii [1/1H.

2 Ilocranosnenue IlpaButenscTBa Poccuiickoit denepanuu ot 1HOosA0ps 2012 . Ne 1119 «O6
YTBEP)KJICHUH TPEOOBAaHUN K 3alllUTE MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTke B MH(pOpMaIu-
OHHBIX CHCTEMAaX MEePCOHAIBHBIX TaHHBIX).

3 «llonoxenue 06 0COOEHHOCTAX 00PaOOTKU MEPCOHATBHBIX JTAHHBIX, OCYIIECTBISIEMON 0e3
UCIIOJIB30BaHUs CPEACTB aBTOMAaTU3alUn», yTBepKAeHHOe [TocTtanosienuem [IpaBurenscrtea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHMsS K MaTepHAIbHBIM HOCUTEISIM OMOMETPHUYECKUX MEPCOHAIBHBIX JaHHBIX H
TEXHOJIOTUSIM XPaHEHMs TaKUX JAaHHBIX BHE MH()OPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX JlaH-
HBIX», yTBepkaeHHbIe [locTanoBneHueM IIpaBurenscrBa PD ot 06.07.2008 1. Ne 512.

5 HopmaTuBHO-MeTo1MUecKne JOKyMeHThl denepanbHoil ci1y:k0bl IO TEXHUUYECKOMY U JKC-
neptHoMy KoHTpoto Poccuiickoit @enepaunu (nanee - ®CTIK Poccun) no obecnieuenutro 0e3-
onacHoctH [1JIH npu ux o6padorke B UCII/H:

6 PexomeHmanmm mo obecnedeHno 0€30aCHOCTH MIEPCOHATBHBIX JAHHBIX MIPH UX 00paboTKe
B MH(POPMALIMOHHBIX CHUCTEMaX MEPCOHAJIbHBIX JaHHbIX, YTB. 3aM. aupekropa PCTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHUS IO OpPraHU3allli U TEXHUYECKOMY OOecreyeHHI0 0e30IMacHOCTH
NEPCOHATBHBIX JAHHBIX, 00pabaThIBaeMBIX B MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccum 15.02.08 r. (ACII)

8 bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00pabOTKe B WH-
(OpMaLIMOHHBIX CHCTEMax IEpPCOHANbHBIX HaHHBIX, yTB. 3am. aupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpezieNeHusl aKTyaJlbHBIX yIpo3 0€30MacHOCTH NMEePCOHATBHBIX IaHHBIX MPU UX
00paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX [AHHBIX, yTB. 3aM. JIUpPEKTOpa
OCTIK Poccun 15.02.08 r.

[MonuTtnka nadGopmanmoHHo# 6e3omacHoctu. Ctpanuna 22 u3 32



Hpuiaoxenue 1

Ne [Tnan - mepedyeHb TEXHUYECKUX MeponpusaTuii o obecneuennu 6e3onacaocta MCIT/] K3 K2 K1

I B noacucreme yripaBiieHUs1 JOCTYIIOM:
PeanuzoBaTh HIeHTU(UKALIUIO U TPOBEPKY MOMTUHHOCTH CYOBEKTOB JIOCTYIIA TIPH

1 BXxojie B onepauuonHyto cuctemy MCII/{H no naponto ycioBHO-IIOCTOSIHHOTO JIei- + + +
CTBUS, IJIUHOW HE MEHEe IeCTH OYKBEHHO-IU(POBBIX CUMBOJIOB;
PeanuzoBarh HACHTH(PUKALIMIO TEPMHUHAIOB, TEXHUYECKUX cpeacTB 00padoTku I1/1H,

2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBS3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKHM MMEHaM (aapecaM, HOMEpam);

3 Peanu3zoBath uaeHTHUPUKAIIUIO TPOTPaMM, TOMOB, KaTaJIOTOB, (ailioB, 3amucei, mo- i + +
JIei 3amucei o MMeHaMm;

4 Peann3oBath KOHTPOJIb 1OCTyIa CYOBEKTOB K 3allIMIIIAEMbIM pecypcaM B COOTBET- + +
CTBUM C MaTpUILIEHN AOCTYIIA;
npu Haymunu noaxroueHuss UCIIIH k ceTsim ob1iero moibs3oBanust 10JbKHO ipume- | He Hmke 5-ro | He Hwke 4-ro | He Hmke 3-ro

5 HATBHCS MEKCETEBOE DKPAHUPOBAHUE. YPOBHS 3alllM- | YpOBHS 3allli- | YPOBHS 3alllU-

IEHHOCTH IEHHOCTH HIEHHOCTH

st obecrieuennst 6e3onacHoro MexcereBoro B3aumoseiicteust B UCIIIn nns pas- He nmxe 5-ro | He Hmwke 4-ro | He Hmke 3-ro

6 HBIX KJIACCOB HEOOXOMMO HCIOIB30BaTh MO YPOBHS YPOBHSA YpOBHS

3al[MIIEHHOCTH | 3aIMIIEHHOCTH | 3alIUILIEHHOCTH

CpeacTBo 3aluThl OT IPOrpaMMHO MaTeMaTudeckux Bozaeictauil (IIMB):
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PeanuzoBath uaeHTH(UKAIUIO U ayTEHTHPHUKAINIO CyOBEKTOB JOCTYIA PH BXOJE B
CPEJICTBO 3aIUTHI OT MPOTPAMMHO MaTeMaTudeckux Bosaercteuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONEpaluii Mo YIpaBiIeHNIO (PYHKIMSAMU CPEACTBA 3alllH-
T 0T [IMB 1o naposnio (Wiau ¢ UCIoIb30BaHMEM MHOTO MEXaHH3Ma ayTeHTH(pUKA-
LIMM1) YCIIOBHO-IIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MEHEE 1ECTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIFOObIX AEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABJICHUIO
¢yHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO 1OCIIE TPOBEAEHUS €r0 YCIEIIHON
ayTeHTU(UKAIIWH;

[TpenycMoTpeTh MexaHU3Mbl OJIOKMPOBaHMS IOCTyIa K cpeAcTBam 3aiuthl oT [IMB
IIPHU BBINOJHEHNN YCTAHABIMBAEMOI'O YMCJIA HEYAA4YHBbIX IIONBITOK BBOJIA ITAPOJIS;

Heo6xoaumMo mpoBoauTh HACHTH(GUKALHIO (aliIoB, KATAJIOTOB, MPOrPAMMHBIX MO-
JlyJiel, BHEILIHUX YCTPOMCTB, UCIIOJIb3YEMBIX CpelICTB 3amuThl oT [IMB;

B noacucreme perucTpan U yueTa:

OcymiecTBIATh perucTpalnio BXxoa (BbIxo/1a) Cy0ObeKTa J0CTyna B CUCTeMy (U3 CH-
CTEMBI), TNOO PEruCTPAIUIO 3arPy3KH U MHUIIHATU3AINN ONEPAIIHOHHON CHCTEMBI 1
ee MPOrpaMMHOI0 OCTaHOBa. Perucrpanus BbIXoa U3 CUCTEMbI I OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust UCIIJH. B napamerpax peru-
CTpalMM yKa3bIBalOTCS J1aTa U BpeMs BXoJa (BbIX0Ja) CyObEKTa JOCTYIa B CUCTEMY
(M3 crcTeMBbI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMbIX HOCUTENEeH HHPOPMALIUU C TOMOILBIO UX JII000H
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B XKYpHaJ (YUYETHYIO KapTOUKY);
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[TpoBOIUTH pETUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
[IMB, peructpaumio 3arpy3kyd U HHUIHAIU3ALUHU 3TOr0 CPEACTBA U €€ IIPOrPAMMHO-
ro OCTaHoOBa. B mapameTrpax perucTpanu yKa3blBaeTCs BpeMs U JjaTa BXOAa/BbIX0/1a
cyOBeKTa I0CTyIa B CpelcTBO 3amuThl oT [IMB unu 3arpy3ku/octaHoBa 3Toro cpe-
CTBa, a TaK)Ke MACHTU(UKATOP CYOBEKTa TOCTYIA, MHUIIMUPOBABIIETO JaHHBIC JICH-
CTBUS;

[IpoBoUTH perucTpanuio coObITHI poBepku 1 oOHapyx)eHus [IMB. B napamerpax
perucTpanum yKasblBaloTcsa BpeMs U JlaTa npoBepku win oOHapyxenus [IMB, nnen-
TUUKATOP CyOBEKTa JOCTYIa, UHUIIMMPOBABLIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJTHSEMBIX ACUCTBHH MO MIPOBEPKE, THIT 0OHAPYKEHHON BPEIOHOCHOM MPOrpaMMbI

(BII), pesynpTaT neicTBUil CpeacTBa 3alIUThI 110 OJokuposanuto [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeACcTBO 3auuThl oT [IMB na-
KEeTOB OOHOBJICHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1aTa OOHOB-
JICHUS, HISHTHU(PUKATOP CYOBEKTa IOCTYIA, HHUIIMAPOBABIIICTO JAHHOE JICHCTBHE
BEpCHS U KOHTPOJIbHASI CyMMa TaKeTa OOHOBJICHUS;

[TpoBOaUTH perucTparuio cOObITHI 3aIyCKa/3aBepIlieHus padoThl MOAYJIEH CpeACTBa
3amuTel oT [IMB. B napamerpax perncrpanuu ykasbIBatOTCs BpEMsI U JjaTa 3aIryc-
Ka/3aBeplueHus paboThl, UACHTUPUKATOP MOIYJIS, UACHTU(DUKATOP CyOBEKTa AOCTY-
11a, THULIMMPOBABILIETO JAHHOE JIEUCTBUE, PE3yNbTaT 3allyCKa/3aBepLICHUs paOoThI;

JIOJKHA MIPOBOAMTHCS PErUCTPaLlUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTyIa
¢byHKMsAME cpeacTBa 3amuThel oT [IMB. B mapameTpax perucrpanum yka3blBatoTcs
BpeMs U JlaTa COOBITUS YIIpaBIeHHs KaKA0H QYHKIUEH, HASHTH(PHUKATOP U CIICU-
¢bukanusa GQyHKIUY, HIEHTUPUKATOP CYOBEKTa 10CTyNa, MHUIIMMPOBABILIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOIUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA TPOTrPAMMHBIX CPEACTB K MO-
IyJsiM cpencTsa 3amuTthl oT [IMB wiu cnenmansHbeiM JoByHikaM. B mapamerpax pe-
TUCTPAIMU YKa3bIBAIOTCS BPEMs U JIaTa MOMBITKU JOCTYIIA, HIACHTU(DUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIKH), PE3yJIbTAT MOMBITKU TOCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTsa 3amuTsl oT IIMB. B napa-
MeTpax PEerucTpalyu yKa3blBalOTCs BpEMsl U AaTa COOBITHS OTKaTa, crielupUKarys
JeMCTBUH OTKaTa, UACHTU(PHUKATOP CyOBEKTa JOCTYIA, MHUIIMUPOBABIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

OO6ecnieunTs 3aIUTY JAHHBIX PErUCTPALMU OT UX YHUUYTOXKEHUS WIK MOAUDUKATUN
HapyLIUTETIEM;

11

Peann3oBaTh MEXaHU3MBI COXpaHEHUS JaHHBIX PETUCTPALMU B CIIydae COKpaIleHUs
OTBEJECHHBIX 10/l HUX PECYPCOB;

12

PeanuzoBaTh MEXaHNU3MBbI TPOCMOTPA U aHAIM3a JAHHBIX PETHCTPALUU U UX QUilb-
TpaLKU 110 33JaHHOMY Habopy MapaMeTpoB;

13

[TpoBOAMTH aBTOMATHUECKUN HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3nanue, penaktupoBaHue, 3aUCh, KOMITH-
JSMsE 00BEKTOB, KOTOpPbIe MOTYT coziepxkath BIT).

14

Peanun3oBath MexaHI3M aBTOMAaTHYECKOTO aHAIHM3a JaHHBIX PETUCTPALIUU 1O 1abo-
HaM TUTIOBBIX nposiBieHui [IMB ¢ aBToMaTnueckum ux OJIOKUPOBAHUEM U YBEIOM-
JICHUEeM aJMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIUPYIOIINX) C perucTpanueil Bpiiaun (mpu-
ema) HocuTesnel nHpopmanuu;
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16

OcCyIIecTBISITh PETUCTPAIMIO BXOa (BBIX0/a) CYOBEKTOB IOCTYIA B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUS 3arPY3KH U MHUITUATHU3AINH OTICPAIlMOHHON CHCTEMBI.

17

Ocy1ecTBISATh PETUCTPALMIO BBIJAUM MeYaTHBIX (Tpadudyecknx) JOKYMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTpax perucTpanuu yKa3bplBarOTCs (1aTa U Bpemsl Bbia-
4K (0OpalieHus K MojcucTeMe BbIBOA), crielu(uKalns yCTPOCTBa BbIIaYU — JIOTHU-
YyecKoe UMs (HOMep) BHEILIHETO YCTPOMUCTBA, KPATKOE CoJiep:kanne (HAaMMEHOBaHUE,
BUJI, KD, KOJI) ¥ YPOBEHb KOH(DHICHIIMATIBHOCTH JOKYMEHTA, UICHTU()UKATOD
CyOBeKTa I0CTYIa, 3aIIPOCUBIIETO IOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIIUIO 3aITycKa (3aBEpIICHHS ) POrPaMM U MPOIECCOB (3aa-
HUH, 3a71a4), IpeJHa3HAYCHHbIX /11 00pabOTKH 3amuinaemMslx (aiinos. B mapamer-
pax perucTpanuy yKa3bIBalOTCs JaTa U BpeMs 3ammycka, uMs (MaeHTH(UKaTOp) Mpo-
rpamMMmsl (IIporecca, 3a1aHus), HACHTU(DHUKATOP CyObEeKTa JOCTYIA, 3alIPOCUBILIETO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHelHbIi, HeyCIeUIHbIA — He-
CaHKLMOHUPOBAHHBIN),

19

OcCy1ecTBISTh PETUCTPALIMIO MOMBITOK JOCTYIa MPOrPaMMHBIX CPEJICTB (Iporpamm,
IPOIIECCOB, 3a/1a4, 3a/laHui) K 3aluiaemMsIM (aiinam. B mapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa U BpeMsl MOIBITKHU I0CTYIA K 3aluiaeMomy ¢aiiny ¢ yKkazaHueM
ee pe3yibTara (ycleuHas, HeycrnelrHas — HeCAaHKLIIMOHUPOBaHHast ), MJIEHTU(UKATOP
cyObeKkTa gocTyna, cnenndukanus 3amummuiaeMoro daina;

20

OcCy1IEeCTBISTh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPENCTB K CIENYIO-
UM JOTIOJTHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JIOCTyIa: TEPMUHAIAM, KOMIIBIOTE-
pam, y3nam cetu UCII/IH, nuHusaM (kaHasiaM) CBSI3U, BHEIIHUM YCTPOMCTBAM KOM-
NBIOTEPOB, IPOrpaMMaM, TOMaM, KaTajioraM, ¢aiiiam, 3anucsaM, Nojsm 3anuceil. B
napaMeTpax perucTpaliy yKa3bIBarOTCs 1aTa U BpeMs MONBITKU JOCTYIA K 3alll1ILa-
eMoMYy OOBEKTY C yKa3aHUEM ee pe3yJibTara (yCHellHasl, HeyclenHas — HECaHKIUO-
HUPOBaHHAas), UIACHTU(DUKATOP CyOBEKTa JOCTYIA, ClIeU(PHUKAIHS 3aIHIAeMOTO
00BeKTa — TOTUYECKOe UMS (HOMED);
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21

[TpoBOIUTH yueT BceX 3alUIaeMbIX HOCUTENEH HHPOPMAITUN ¢ TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHaJl (YUYETHYIO KapTOUKY);

22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAaHNE) OCBOOOKTIaEMBIX 00IacTei
OTIEPATUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX HaKomuTene. O4rcTKa OCymecTB-
JSIETCsl OJTHOKPATHOM MPOU3BOJIBHOM 3aITUChI0 B OCBOOOXKIaeMYI0 00J1aCTh IaMSITH,
paHee KUCIOJIb30BAHHYIO JJI XpaHEHUs 3alUINaeMbIX JaHHbIX ((ailios, nHpopMa-
LHH);

B noacucreme obecneueHus OCI0CTHOCTH:

ObecneunTh 1IET0CTHOCTD IPOrPaMMHBIX CpeCTB 3auuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTh IIPOrpaMMHOMN cpeibl. [Ipu 3TOM 11€10CTHOCTD CPEACTB 3alUThI
HpOBEPSETCs MIPH 3arpy3Ke CUCTEMbI 110 HATMYHIO UMEH (MIeHTHU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1en0CTHOCTh MPOrpaMMHON Cpe/bl 00ECIIEUMBAETCS OTCYTCTBUEM B
NCIIH cpenctB pa3pabOTKU M OTJIAAKH [IPOrpamMM;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOcuTenei napopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenuss MCI1/{x noctoponHux
JIML, HAJIMYME HAJEKHBIX IIPETIATCTBUN Ul HECAHKLIIMOHUPOBAHHOI'O IIPOHUKHOBE-
Hus B nomenieHus MUCIIIxn u Xxpanunuiie HocuTened nHhopMalnu;

[TpoBoauTh nepuonnveckoe rectupoanue Gynkunit C3I1/H npu u3MeHeHuu npo-
rpaMMHO# cpeabl U nepconana MCITIH ¢ moMouibpio TeCT-MporpaMm, UMUTHPYIOIINX
noneiTku HCJI;

JIOJIKHBI OBITH B HAIM4YKMHK cpenicTBa BocctanoBienust C3I1/[H, npeaycmaTpuBaromue
BEJICHHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3AIUTHI HHPOPMALIUH, UX TTEPUOIHYE-
CKO€ OOHOBIIEHHE M KOHTPOJIb pab0TOCIIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJeH cpeacTra 3amuThl oT [IMB, HeoOxo-
JUMBIX ISl €10 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;
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ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpecTBa 3amuThl oT IIMB, npeaycmar-
pUBaOIIas BEACHUE IBYX KON MPOTPAMMHOTO CPEJICTB 3aIUTHI, €ro MepUOIHYe-
CKO€ OOHOBIIEHHE U KOHTPOJIb pabOTOCIIOCOOHOCTH;

Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHUN CPEACTBA
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3zepBHOe konupoBanue [1/[H Ha oTuykIaeMble HOCUTENIN HHPOPMALINH;

B noacucreMe aHTUBUPYCHOM 3alIUTHI:

[IpoBOaMTH aBTOMATUYECKYIO MTPOBEpKY Ha Hannuue BII nnu nocneacteuii [IMB
npu ummnopre B UCII/IH Bcex mporpaMMHBIX MOy el (MPUKIAAHBIX IPOTPaMM), KO-
TOpBIC MOTYT cojiepxaTh BII, Mo ux THIIOBBIM I1a0JI0HAM U C IIOMOIILIO IBPUCTHY -
CKOI'0 aHaJIn3a;

Peanmu3oBaTh MeXaHHU3MbI aBTOMAaTHYECKOIO 6HOKI/IpOBaHI/IH O6H3py>KCHHLIX BII my-
TEM UX YHAJICHUA U3 IPOTPaMMHBIX MO,I[y.TIGﬁ HJIN YHUYTOXKCHUA,

Perynspuo BeIMONHATH (IIpy nepBoM 3amycke cpeacts 3auuTsl [1[n ot [IMB u ¢
yCTaHaBJIMBAaEMOU NMEPUOJNYHOCTHIO) MPOBEPKA Ha IpeaMeT Hanuus B HUX BIL;

JlomxHa nHULIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBienuu ¢akra [IMB;

Peann3oBaTh MEXaHU3M OTKAaTa Il YCTaHABIMBAEMOIO YUCIa ONepalui yAAICHUs
BII u3 onepatnBHON WM TOCTOSIHHOW MTaMSITH, U3 POrPaMMHBIX MOJIYJIEN U MPH-
KJIAJIHBIX [TPOTrpaMM WJIM MPOrPaMMHBIX CPEICTB, coaeprkanux BII.

JononaurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBINA aBTOMAaTHYECKHUI
MOHHUTOPHHT HH(POPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 1elbIo BhisiBieHUs BII.

Iomurrka nHpopMannonHoi 6e3onacaoctu. Ctpanuna 29 u3 32




Vi

KonTpons orcyrcteus H/IB B 110 C3U

s mporpaMMHOTo 00ecTiedeH s, UCTIONIb3YeMOro Ipu 3amuTe napopmarmu B UC-
I11a (cpencts 3amuthl nHGopMmaruu — C3M, B TOM 4KClIe U BCTPOSHHBIX B 00IIIECH-
CTEeMHOE U TMPUKJIaIHOE IporpaMMHoe obecriedenne — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIMN YPOBEHb KOHTPOJIs oTcyTcTBHs B HeM H/IB (He nexnapupoBas-
HBIX BO3MOXKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCI1/In

OOGHapykeHue BTOPKCHHH TOHKHO 00€CTIeunBaThCs yTEM UCIIOIb30BAHUS B COCTa-
Be MCII/In nporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPEICTB (crucTeM) oOHa-
pyxenus srop>xkenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE UCIOJIL30BAHUE CHCTEMBI O6H3py>KCHI/IH CCTCBBIX aTak,
HCIOJIB3YIOHIUEC CUTHATYPHBIC METOAbI aHAJIN3a

Heo6xoanMo 00s3aTenbHOE HCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK,
MCIOJIBb3YIOIINE CUTHATYPHBIE METO/Ibl aHAJIW3a U METO/IbI BBISBJICHUS] aHOMAJIUI

Vil

3amura UCIT /1 ot [IDMUH

s 06paboTku nHGOpMauu HeodxoauMo ucnonb3zoBats CBT, ynosierBopsronue
TpeOoBaHUAM cTaHapToB Poccuiickoil Peneparuu o 31eKTPOMarHUTHON COBMe-
CTHUMOCTH, TI0 6€30IaCHOCTH U 3PTOHOMHUYECKUM TPeOOBaHUAM K CpeACTBaM O0TO0-
pakeHus HH(OpPMAaLIUH, IO CAHUTAPHBIM HOpMaM, MPEIbIBISIEMBIM K BUIEOMC-
wieiiHeIM TepmuHaiaM [I19BM (nanpumep, FOCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, I'OCT P 50923 96, CaunlluH 2.2.2.542 96).

Onenka cootBerctBust UCII/IH TpeboBanusam 6e3omacuoctu 1110

Iomurrka napopMannonHoi 6e3onacaoctu. Ctpanuna 30 u3 32




[TpoBectu 00s13aTeNbHYIO CepTU(HUKAILIUIO (aTTECTAINIO) 110 TpeOoBaHUSAM Oe30mac-
HOCTH MH(pOpMaIH;

JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIIbHYIO CEPTUDHUKAIIO (ATTECTAIHIO) TIO
TpeOOBaHUAM O€301aCHOCTH MHGOPMAIIHMH (IO PEIICHUIO OIIepaTopa);

[Mpumeuanue: s UCIIn 4 xnacca nepeueHb MeponpusaTHii o 3ammure [1/IH onpenensiercss B 3aBUCUMOCTH OT yiiepOa KOTOPBI MOXKET OBITH

HAaHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O MK HCIIPEAHAMEPEHHOI'O JOCTYIIAa K H,HH

Iomurrka nHpopMannonHoi 6e3onacaoctr. Ctpanuna 31 u3 32
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